
Troubleshooting a suspected Malware infection 
 

Common symptoms 

 

¶ Unusually high use of system resources CPU, RAM or very low hard disk space 

¶ Unavailability of services such as internet, active windows, explorer, etc 

¶ Unauthorized deletion or alteration of data 

¶ OS crashes, blue screen etc 

 

Preliminary procedures 

 

¶ Ensure anti-virus patterns/signatures are up to date. If internet or network 

connectivity is unavailable, updates can be downloaded from 

http://www.kaspersky.com/avupdates and added locally. 

¶ Run a full system scan after receiving the latest updates 

 

Intermediate procedures 

 

1. Process List Method 

 

If the Malware symptoms still persist, the next step would be to attempt to locate 

the responsible process(s) 

 

Open the Windows Task Manager and click on the Processes Tab. Examine the 

list of running processes for any suspicious names or abnormally high 

CPU/Memory usage 

 

 

http://www.kaspersky.com/avupdates


  

Run a search of the suspicious file e.g. notepad.exe to determine the its location  

 

 
 

Run the computer in Safe Mode and Go to the folder which contains the suspected 

file e.g. C:\Windows\System32. Right click the file and send it to a compressed 

archive.  

 

 


