Troubleshooting a suspected Malware infection

Common symptoms

Unusually high use of system resources CPU, RAM or very low hard disk space
Unavailability of services sudhs internet, active windows, explorer, etc
Unauthorized deletion or alteration oftda

OS crashes, blue screen etc
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Preliminary procedures

1 Ensure antvirus patterns/signatures are up to date. If internet or network
connectivity is unavailable, updates can be downloaded from
http://www.kaspersky.com/avupdatandadded locally.

1 Run afull system scan after receiving the latest updates

Intermediate procedures
1. Process List Method

If the Malware symptoms still persist, the next step would be to attempt to locate
the responsible proces}(s

Open the Windows Task Managerd click on the Processes Tab. Examine the

list of running processes for any suspicious names or abnormally high
CPU/Memory usage

£ Windows Task Manager E]

File Options WYiew ShutDown Help
| Applicationsl Processes Performance | Networking || Users
| Image Name User Name CPU | Mem Usage A
| taskmar.exe Ganesh 00 3,116 K
ScreenHunter.exe  Ganesh 00 3,716 K
notepad.exe Ganesh 00 536 K
realsched.exe Ganesh k 00 168K
svchost.exe SYSTEM 00 56K
WINWORD.EXE Ganesh 0o 22,620 K
Azureus.exe Ganesh 0o 64,804 K
wscntfy .exe Ganesh 00 264 K
emule.exe Ganesh i 9,756 K
vmnetdhcp.exe SYSTEM i} S6K
vmnat.exe SYSTEM oo 372K
wmount2.exe SYSTEM 0o 152K
vmware-authd.exe  SYSTEM 00 716K
wdfrmar.exe LOCAL SERVICE 0o 28K
sqlservr.exe SYSTEM oo 19,900 K
mdm.exe SYSTEM 0o 408 K
kinagent.exe SYSTEM 0o 2,945 K
igfxpers.exe Ganesh 00 260K
| Knarserver.eye  SYSTEM nn apk ¥
[] show processes from all users
Processes: 54 CPU Usage: 2% Commit Charge: S80M [ 1225M



http://www.kaspersky.com/avupdates

Run a search of the suspicious file e.g. notepad.exe to determine the its location
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Run the computer in Safe Mode a&d to the folder which contains the suspected
file e.g. C\WindowsSystem32Right click the file and send it to a compressed
archive.



